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Flow Logic of the Next-Generation Firewall

" Source Zone/ PBF/ - .
Initial Packet Address/ s Destination NAT Policy

Processing UserID

Lookup Zone Evaluated

Security Check Session
Pre-Policy Allowed Ports Created

Check for Application App-1D/
Application Encrypted Override Content-1D
Traffic Folicy Labeling

Check
Security Policy ari Security

Profiles

Post-Policy Re-Encrypt NAT Policy Packet
Processing Traffic Applied Forwarded
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What Is an Application?

An application Is a specific

program or feature whose e =1 Gmai
com_munication can be labeled, Sl 0 Google Hangouts
monitored, and controlled. Google Calendar

K _ Microsoft SQL

@ Skype
@ BitTorrent

0alto




What Is App-ID?

= Multiple techniques to label traffic by application rather than just port

Port-based security rule

MName Type Zone Address Liser Zone Address

1 'FIP universal PR inside  an ar iR outside

Application-based security rule

Name Type Zone Address  User  Zone
1 FTP universal iR inside  ar 31y fiR cutside

6 | SZ017, Palo Alto Networics, Inc



Port-Based Versus Next-Generation Firewalls

Traditional Firewalls Palo Alto Networks Firewalls with App-ID
Firewall Rule: ALLOW Port 53 Firewall Rule: ALLOW DNS

v Y4

Firewall Firewall
Pnya P}? 23
Packet on port 53: Allow DNS = DNS: Allow
Packet on port 53: Allow BitTorrent # DNS: Deny
Visibility: Port 53 allowed Visibility: BitTorrent detected and

blocked g palo2!O




Zero-Day Malware — IPS Versus App-I1D
‘Legacy Firewalls Palo Alto Networks Firewall with App-ID

Firewall Rule: ALLOW Port 53 Firewall Rule: ALLOW DNS
Application IPS Rule: Block BitTorrent

Firewall App IPS Firewall

4

W
BitTor-ent J BitTorent
]

Zero-day Zero-day
c2 c2

BitTorrent X
]

Zero-day C2

Packet on port 53: Allow DNS = DNS: Allow
C2 # BitTorrent: Allow C2 # DNSIDeny
Visibility: Packet on port 53 allowed Visibility: Unknown traffic detected
and blocked

o pa‘«ﬂaﬁf?




App-ID and UDP

Lightweight UDP Packet

Ethermet I[I, S5rc: Iomlforp c?:B7:49 [O8:84:795:c?:B87:49%, Dst: ILomCorp dd:bb:la [H-E:é
Internet Protocol Version 4, Src: 139,133.284.176, Dst: 139,133,284, 183

Lightweight User Datagzram Protocol, Sec Port: 32768 (3276E), Dst Port: 1
Data (12 bytes)

BABE 28 B4 76 dd bb 3a 82 @4 F5 o7 BT 49 08 ed ‘LN

[cHi=EECsH 1H la ba 40 AR 48 &3 Bh 85 . cc b2 Bo B 3.
BR7A A GO BB B 2 B3 83 38 45 68 65 6c 6 6F 20 PH......
2aza 77 6T 72 Bc 64 Ba 92 B2 DO 20 BB BB world. .. awa

The first UDP packet

' |Internet Protocol Version 4, Src:
|I.:|.E.hl:u=15h1: User D.:I:uErau Prnbnl:ul
- Data [12 bytes)

139.123.204.175, Dst: 139.133.284.183
Src Port: 32768 (32768), Dxt Pork: 1234 (1234)

W15 @@ 2B la Ga 48 6@ 48 B8 &f 71 8b BS cc b 8b 85 S |
pade  cc by GEEEURCTGRRCTERCIEEC RS 68 65 6 6c 6T 280 ..
77 6f 72 BC 69 83 2@ D@ B0 28 B9 P9 world... ....

9@ 81 76 dd bb 3a @8 81 T5 CF BT 49 38 @0 45 09

I* Internet Protocal h'-:rs:lnnl ;, Src: 13;.133.134.1‘."5_, Dzt 139_133.1311.1.53
i Llghtwelght User Datagram Protocol, Sec Pork: 32768 (32768}, D=t Port: 1334 (1234)
4 Data (12 bytes)
Ozta: GEESECECEF2BI7EF715CE400
[Length: 1Z]

} B3 B4 IS5 7 87 49 33 0@ 45 0@ S SR T
1R B8 20 1o 63 48 BB 4B 58 6F Y1 Bb BS cc b@ Bb 35 L [P0 oQ......
28 {l:h?ﬂ-B'BB-EH-IJEEI f
Ba3e g

A

R - [
B2 8O B0 BG BO BREn.. ... ;




App-ID and TCP

SYN

Client :

Temmi | 2ewi T feomil . 39 W DET SOLLCEraTion Tree oo oo s e
ol Ji: 71 P fe A Routar Sollcbistion Trom D oodc B bl o bl

10181 18.3.8.1 B WEIL < 5] [3[K] Seqel Acloel WHreGa38 Lemed TSwvel=l38 TSeorsL]17

A SRRl B Sl - Spl [PSH, ACK] egel Ackedl WinelEGo Lanedd TIawlelidd Tiecr=LlI57

Example

¥ GRS 18,21 HPTC 1547 WYL v WL [POH; ACK] Soged Sckel WhesITO00 Lor=ldd Tivplel2E8 Thoor=13%T
EL G040 10.3.8.13 HPTCR E L= = e 1 [HH,. M:H] Spcp-d4ad Ack-l HrediSl Leved4d0 Teesl-L16E Toscr-1307
L2 N a4t 18, 231 TR 1557 WNIL o WAL [P5H; ACK] Sempr@S8L Acicel WHre0E LevelAZ2E Toeale=l2B% Toecr=13%7
Df an | 13 5.867sa 18,281 METCR 153 S+ SEE [FSH, ACH] Seqes®d Ackel wineid Lenela2i TovalabI65 TSerrelis?
| L 5 @MEGEL 18.2.8.1 HFTCR 1587 Sl + SEEL [PSH, AK] Seqgei?d? Ackoel WHredpiEd Lerelddl TSval=LIES Tiacr=1327
I N8 IR 8. 2.8 MFITE 15a7 sl o SEEL [RsSH, MK SeOmTLEN BCkel W imreows | el 15ealel IES TS ]I

H I IP Fraee 181 LYED DTS5 on Mles (12919
Palut-En-Palet Prataccl

Intcrrct Prabreol Yoraden 3
Trancadocban Contral Prots

web e
request

weww TCP Packet

G 01 &% G B do Jd 37 a0 B 40 0% fc T i

@ B1 Ba @2 BE BL 13 ED 19 BN B4 @1 18 da 38

T2 OME G L3 1o BU Lo bR 00 MR DL AL BE Bo BE B

6l P f o B ed dE 1L 9 OB AT a3 BT 5h A2

wRD e G B A% 95 B G B D0 OO B0 b 36 D

o0 OR1 B B3 O1N U 08 3D 00 MO BN OO BB M FF :
e de 38 35 36 37 38 30 MW ErgEERE L 1 T §5 BLEaseT
FEEERTE E R I A E R E ERR 4G CRmILIT
W3O NTOIE R O N1 MR N1 MM IR N W LTI FHATNE
W91 NI 99 32 UR 35 3T @ 4% W AL 37 1% M FLISISET ELIME




Application Shifts

= Network traffic can shift from one application to another during a session.

Web server

_— shift — — shift —
web-browsing facebook-chat

= ||] |

syn syn ack HTTP GET
[ack

Web client




Determining Application Dependencies

Application
Name:
Descriplion:
Additional Informat kon:
Standard Ports: tcplan

Depends on:  ms-office385-base, sharepoint-online, ssl, web-browsing

of fice-on-demand

Objects > Applications

| Category

¢ el

Qffce onDemand Godogls

= Dependent applications require you to
add a Security policy rule

Implicitly Uses:
b LR N T =ty 4
Deny Action: drop-reset
aracteristics P
Commit Status
Evasive: o
Excessive Bandwidth Use:  yes Operation Conrni
Used by Mabsare: o Status Completed
Capable of File Transfer: ves Result Succescful
Details Partial changes bo cgmit: changes o configuration by administrabors: admin
Category Subcafegory ) Changes bo policy andpbjects corfiguration
“| Configuration committsMgpaccescrully
s . - Warnings vsysl
] SENCIERYARME  OlTR-programs veysli Pude Limited Remote Access’ application dependency warning:
Applcation "office-on-demand' requres ‘ms-office355-base’ be allowed

Appication office-on-damand’ regures sharepdint-ondne’ be allowed
Appleation ‘affice-on-demand’ requres 'ssf be allowed

Applcation 'office-on-demand’ requires 'web-browsing’ be allowed
(Mreduile ! device)

15 | =307, Palo Afto Networks, Inc.



Determining Implicitly Used Applications

Objects > Applications

| Category

A coliaboration
| general-intzmet
1 madia

rareCook=-rhat
E—ai.:l ebeck-fie-<harindg
@-I acebook-mal

I-"l_'_l-.‘ll‘.'l' el Teresknn

17 | 23017, Paio Alto Metwarks, Inc.

I Subcategory

iz

| file-sharing

| gaming
instant-meassaging
phifto-yviceo

5 social-nebworking

yoip-video

Application

Descrption:

Adchitional Informatikon:  Voness

Standard Ports: tepla0, 443
Depends on:

Ceny i df G s

Eracteristics

Evasive: ro

Excessive Bandwidth Use: ro
Used by Malware: ac
T anahle of File Transiee: e

Category Subcatenory
codabor ation social-networking
codaboration soclal-nebwarkicg
cod aborskion irskark-massaaing

jerpmr al-irtey st Fle=charirg
collaboration ernai

codaboration social-nebwarking

Mame: fFacebook-base

Foahe - Yahoo!

Inplicikly Uses: sl web-beossing

Classific ation
Cotegory: collshoranon
Subcategory:  sooa-networkng
Technology:  browsar-hased
PEE—— L vl
i Widely used
Fisk Technmiogy Standsrd Ports
4 | browserteased bep 60,443
H Browser-besad kco/B0, 443
B s - kep/B0 443
4 | L cunsinr =D s bop B0, 943
brovwser-Dased topl 60,442
4 | browser-based  bopl443,80




Content-I1D

= Threat prevention engine and policies to inspect and control content traversing
the firewall

= Scans network traffic for:
« Software vulnerability exploits
* Viruses
+ Spyware
+ Malicious URLs
+ Restricted files and data

§ | ST, Pk Ao Network, e



Security Profile Types

Policies > Security

Name Type Zone Address User  Zone c Service Action Profile
I Lmited Remote Access universal  pilg TrustL3 g 192.168.1.3/24 any i Lintrusk-L3 - any B o 3 appliction-defautt & allow | BT S PR RE
ftp
g office-on-de
2 Uenexpected Traffic  wnlversal 88 Unbrust L3 any any (iR Trust-L3 any any 40 spplicabior-default | & allow

2 Antivirus File Blocking

D Anti-Spyware ,ﬁ Data Filtering

-_1] Vulnerability Protection WildFire Analysis

|_' URL Filtering L—fa Security Profile Group

7 | @207, Pao Ao Networks, Inc



Threat Log

= Vulnerability Protection, Antivirus, and Anti-spyware Profiles log events to the
Threat log.

Click a column header to change
number of displayed columns

Monitor > Logs > Threat

Recefve Timne Type D Mame From Zone  To Zone Atbacksr Wictim To Port  Application Action

L1)OE03; a4 ‘ulnera... 42000 POF-Explcit irtrusk-LS | Trust-L3 B 139, 1 358,129 192.168.7.50 SI9E0  wab-hre
1108 O TEE sLalrii & 4 20100 PLOIF-Excplot Intrust-L3 | Trust-13 QB 139135129 182 168.7.50 53019  wab-bioiesne FEsel bt !:-'ﬂ

1]
S
1108 0= 17150 ulmers . 42000 PLF-Exploit Jrtrusk-l3  Trust-L3 98.139.135.129 192.168.7.50 | 53012 web-browsing rerset-hath
152,16 P web-brovesng Feset-meryer

EEHEYE

E 11050710114 yirLE R0 R Eicar TestFile Jntrast-La | Trust-L3 21321119862 =1 i n
E L1088 07 B 1S s 100000 Eicar Test File Jrtrust-L3 | Trusd-L3 21321119862 Fad ! ler

Includes packet
capture

Open Threat
Details window |

i | @217, Palo Alto Networks, Inc.



Default Vulnerability Protection Security Profiles

Objects > Security Profiles > Vulnerability Protection

|:| Mame Location ok Fule Marme Threat Mama Host Tvpe
[F] strick Predefined simplz-client- client
Critical
simple-client-Righ client
sirmple-client- client
rnedium
5ill':n|:||3-|:IiE|'|I:-I client
infarmationa
Default (read- - .
simple-client-low tlienk
only) profiles simple-seryer-
critical
L simplz-server-high SEFVER
MOFE, . .
[ detault Predefined Rules: & simplal-client- ary tlient
Crikica

= To create customized profile actions:

- Clone the default read-only profile and edit clone, or
- Add a brand new profile

Severity

critical

high

rrediur
informational

[

critical

high

critical

high
rnediunm

critical

high

rrediunm

Action

reset-bath

resei-both

reset-bakh

default

default

reset-baokh

reset-hakh

default

Packet Capture
disable

disable
disable

disable

disable
disable

disable

disable

Rules specify actions
on detected events

d
default disable
defaulk disable

10 | @017, Palo Ato Networks, Inc.



Default Antivirus Security Profile

Objects > Security Profiles > Antivirus

] MName * Location Packet Name Action WildFire Action Name Action Threatl
_apture Exceptions
] defaul Predefined http default {reset-both) allow 1]
smtp defaulk {alert) allow
imap default {alert) allaw
QOut-of-the- pop3 default (alert) allow \
DOK pruﬁle ] defaulk (reset-both)  allow Acnﬂn to take based on
defaulk {reset-both) allow

antivirus signatures
delivered in content
updates

WildFire Action to take
based on signatures

= To create customized profile actions:
« Clone the default read-only profile and edit clone, or \delivered by WildFire /

« Add a brand new profile

14 | @2017, Palo Alto Metworks, Inc.



File Blocking Overview

= Prevent introduction of malicious data
= Prevent exfiltration of sensitive data

= Logs to Data Filtering log File Blocking Profile

alert LF}Q tp Data
Filtering log

Log and send

Security -
- continue browser

Policy Rule

L __ _ Application? _
file b[ allow ]— File type?

response page

.
.

Log and block

block data transfer

-

15 | 227, Palo Ao Networks, nc.



Security Profile Groups

Objects > Security Profile Groups > Add

security Profile Group

Name Strict Profiles

Antivirus Profile  Strict Antivirus = Add Security Profiles that
Anti-Spyware Profle Strict Anti-Spyware are commonly used

Yulnerability Protection Profile  Strict Protection together
LRL {ikering Froffle | Strict URL Fitering = Simplifies Security policy
File Blocking Profile | Strict File Transfer rule administration

Data Fikkering Profile  None

WildFire Analysis Profile None

31 | @207, Palo Ao Networks, Inc.



URL Filtering Feature

4 PAN-DB R
License : o
required Functionally similar
URLSs grouped into 4 Eirewall )
\ categories ) —_—
- URL categories used as
Admin-Defined R match criteria in policies
No license Functionally similar ~ o
required URLSs grouped into

\_ categories Y,

ﬂ,aﬁ.ﬂ'

- g2




URL Filtering Feature

4 PAN-DB R
License : o
required Functionally similar
URLSs grouped into 4 Eirewall )
\ categories ) —_—
- URL categories used as
Admin-Defined R match criteria in policies
No license Functionally similar ~ o
required URLSs grouped into

\_ categories Y,

ﬂ,aﬁ.ﬂ'

- g2




URL Filtering Security Profile

Objects > Security Profiles > URL Filtering

| name Location Block List Action For Block List Allow List Site Access Credential Post
7] default Predefined block: Allow Categories (57) Allow Cateqgories (65)
Alert Categories (D) Alert Categories (0)
Cll(:k Eﬂ(:h tﬂ UiEW Continue Categories (0) Continue Categories (0)
Qut-of-the- [ CﬂtEQﬂfiES in list Block Categories (8) Block Categories (0)
box I:)n::.'ﬁl'E Override Categories (0)

= To create customized profiles:
« Clone the default read-only profile and edit clone, or
« Add a brand new profile

g | 22017, Palo Alko Networks, Inc.



Configure Per-URL Category Actions

Objects > Security Profiles > URL Filtering > Add

Has drop-down
list with option to

URL matching order:
1. Block list*

MName Marketing Department

S change all -
Catogories  Overrides  URL Filtering Setings  User Credantial Ditection actions 2. Allow list
, i 3. Custom URL categories”
o | s
7] abortion alow allow 4. External dynamic lists™
| abused-drugs allow allow
] adult allow allowr
- . N | alert | atert 5. PAN-DB firewall cache
] olq:l.-::l|-n-11:-tl}l:-ﬂ-;cl.:- ACtlﬂ'n tﬂ tak'E 4 -r::cl:.:- a:-ju dhw
S when URLis | /] son [k 6. Downloaded PAN-DB file
| DUSiNeSE-ANd-SConNorTTy =1L EoRs allowe o -
- t-:-n\pl;::i:l;-.'?rj-j-.rl::tlr.tti accessed; block e::c:.-- G:IH v .
eomonimenent | @HOW IS default continue i e - 7 PAN-DB cloud
: averride : :
Action to take if user
submits credentials
to allowed URL
*Supports wildcard characters mpama}_‘t_g_

10 | @2017, Palo Alto Networks, bnc.



URL Filtering Response Pages

Web Page Blocked

Arcess to the weh page you were trying to wisit has been blocked in accordance with commpany policy, Flease contact ol system
administrator if wou beliewe this is in error.

User: 152, 108.41.20

: Arress to the weh page wou were trying to wsit has been Bocked in accordance with company polcy, Plesse contact your svstem
Category: hacking admiristrator if you beleve this is in emror,

Lser: 192.160.41.20

Web Page Blocked

UL : wewww ketelons. comy!
Bcress to the web page wou were oyhg to wat has been blocked n accovdance with
admiristrator if you believa tis & i errcr, Category: dcoha-aicHtohacrn

User: 10%,152.41.20

LIRL: wewre Mancckawnoames. cary desktaptd fozme. a5
o i td/g I wou recuire sccess to this page, have an administrator entar the overide password hera:

CAaTeQory: games
I Continue I
Bl 0 oresious jade
1f ol fesd this page has been ncarrectly blackad, you rmay dick Contiue o proceed
lapoed.
Conbnue |

Refurn 1o previous pans

m pa\ﬂ Bﬁg

1Z | 22017, Palo Alto Networks, lnc.
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