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Tamadasok az internet felol

® A hekkerek evolucioja
® A kiberbinozes manapsag 600+ milliard dollaros Uzlet

® Tobb mint 100 orszag éepiti a kiber tamadasok elleni vedelmet
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Tamadasok az internet felol

The FBI Director Puts Tape Over His Webcam, Should
You? Apr 18, 2016 OSXdaily.com
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Malware-ek

A malware-ek (kartékony szoftver) szama drasztikusan megnott,
tobb mint 5oo millid mar ma is ismert

= Total Malware
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tilb Nem csak a oday veszelyes
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tilb A tamadasok evolucioja
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Hordozhatd eszk6z6k védelme

Zero-day exploits / sebezhetéségek

Ismeretlen vagy valtozo kartékony szoftverek

Iranyitast atvevd kartékony szoftverek

Ismert tamadasok
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tilb Egy kiber tamadas elete — The kill-chain
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A megelozés a kulcs
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Csatornat
nyitni
kifelé

Elérni a
célunkat

Informacio
gyljtés

A tamadas Csendben A kartékony kod A kartékony kod Adatlopas
megtervezése megfert6z aktivalodik Kommunikal Szabotazs
tamadoval rombolas

Reaktiv szakasz
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® Avegpontokat fertdzi meg

® Elterjesztenilehet pl. adat halaszat, Social Media, rosszindulatu linkek, bit.ly stb.

® Titkositja a merevlemezt, vagy a halozati megosztast

® Azelsoinditasnal megkeresi a lokalis vagy halozati er6forrasokat

® Vallalati kérnyezetben nagyon veszelyes = =

® Nagyon komoly titkositasokat hasznalnak
® Nincs mod visszafejtésre, vagy feltorésre a kulcs nélkil

® Lezarja a szamitogepuinket, és keri a valtsagdijat
® Az aldozatnak limitalt ideje van bitcoinban fizetni

® Afeloldashoz szikseges kulcs egy anonym szerveren

® Vagy mukodik, vagy nem




Kovetkez6 generacios tuzfalak Il.

NGFW kilonboz6 biztonsagi eldirasok alapjan egy dontést hoz meg

Mindent egy helyen
A feltetel lehet a szokasos IP/port vagy applikacio vagy akar user ID is
A kilonboz0 szoftveropciok lassithatjak a tizfalat

® Ha az IP/port dontes megsziletett a forgalom mar a tizfalon beltl van

® Tovabbi filterek tovabb lassithatjak a tizfalat -> egy csomagot
tobbszor néz meg

® Az Uj generacios tUzfalak gyorsabbak mivel egy nativ megoldas mindig
gyorsabb mint tobb sorosan kapcsolt szoftver



Zero trust halozati koncepcio

® Minden eroforrast a tUzfalon keresztil erhetink el
® A hozzaferesek az egesz rendszerben lathatoak

® A halozati szegmentacio igen fontos

® Aszegmensek mindig az NGFW az atjargja

® Aforgalom és a naplofajlok folyamatos figyelése tovabb novelheti a
biztonsagot

DMZ
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® Ha a,mindent engedink kiveve amit nem"” szabalyt alkalmazzuk akkor
explicit modon ki kell tiltani a nem kivant halozati forgalmat

® Fekete listas applikaciok:
® UltraSurf, Tor, P2P, Proxy applikaciok
® Atamadok altal hasznalt de hasznos protokollok:

® Tavoli hozzaferes, fajlmegosztok, tunneling protokollok, DNS

30%

Prevalence 4
A [6] |

20%
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10%
Tor Hamachi Ultrasurf ~ Glype-proxy Freegate PHProxy
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Next-Generation Security Platform

Next-Generation Firewall Threat Intelligence Cloud
- Identifies and inspects all traffic NTELLIGENCE = Gathers potential threats from network
o nd endpoints

= Blocks known threats 4 a po
- Sends unk to cloud AUTOMATED = Analyzes and correlates threat

; _ _ - N intelligence
- Eﬂlmﬂe D T | \ - Disseminates threat intelligence to

network and endpoints

EXT £ 1
IMTEGRATED EVEENSIELE

HEX 7% EhE B4 T ARV ARCED EMOIPCHRT
FiREWN A BENTEC T

Advanced Endpoint Protection

= Inspects all processes and files
* Prevents both known and unknown exploits

= |ntegrates with cloud to prevent known and
unknown malware
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Single pass:
= QOperations per packet:

+ Traffic classification with App-ID
technology

« User/group mapping

« Content scanning — threats, URLSs,
confidential data

= One single policy (per type)

Parallel processing:

* Function-specific parallel processing
hardware engines

= Separate data/control planes

Palo Alto Single Pass Architektura

Policy Engine

Data Filtering

Content-ID il |

Real-time Threat Prevention

Application Protocol Decoding
Application Protocol Detection

App-lD and Decryption

Application Signatures
Heuristics

User-ID

L2/L3 Networking, HA,
Config Management, Reporting
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Control Plane

— MGT interface

Management

configuration | logging | reporting _ console

Dataplane

. - Signature
Signature Matching Matching
exploits | virus | spyware | CC# | SSN Components
Hardware
Security Processing component
App-ID | User-ID | URL match | policy Processing types/sizes
match | SSL/IPsec | decompression per layer vary
per firewall
model.

Network Processing

flow control | MAC lookup | route
lookup | QoS | NAT

Processing
Components

HINEN
data interfaces

Palo Alto Architektura

Control Plane | Management
Provides configuration, logging, and
report functions on a separate
processor, RAM, and hard drive

Signature Matching

Stream-based, uniform signature
match including vulnerability exploits
(IPS), virus, spyware, CC#, and SSN

Security Processing

High-density parallel processing for
flexible hardware acceleration for
standardized complex functions

Network Processing

Front-end network processing,
hardware-accelerated per-packet route
lookup, MAC lookup, and NAT



Adatfolyamok a halozatokban

Internet

E=

Mobile,

Internet Perimeter Endpoints
Firewall
- North-
------ South
______ Traffic

Data Center

Perimeter

= §Ef v §EE =

East-West Traffic
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Internet

Internet Perimeter
Firewall

Data Center
Perimeter

~He

Mobile,
Endpoints




Flow Logic of the Next-Generation Firewall

Source Zone/ PBF/ R .
Address/ Forwarding D%Tﬂfm NEAH-EI!_[I.F:EG::!}?
User-1D Lookup

Check Session
Allowed Ports Created

Check for - Application App-1Df

Encrypted DEFE%D“”" Override Content.ID
Traffic cy Policy Labeling
Check Check

Securty Securty
Policy Profiles

Re-Encrypt NAT Policy Packet

Traffic Applied Forwarded

Initial Packet

Pre-policy

Application

Security Policy

Post-policy

a\{0

ﬂpﬂlﬂt

a.| D017, Palo ko Networks, Int



Flexible Deployment Options for Ethernet Interfaces

Tap Virtual Wire Layer 3

= Application, user, and content =  App-ID, Content-ID, User-ID, and = All of the Virtual Wire mode
visibility without inline deployment SSL decryption capabilities with the addition of

= Evaluation and audit of existing = Includes NAT capability Layer 3 services: virtual routers,
networks VPN, and routing protocols

4 | 2017, Peloflto Networks, nes



In-Band Network Interfaces
* Each interface is assigned to a single zone.

= A zone can include multiple physical or logical interfaces.

ethernet 1/1
ethernet 2/1

:

SEEIEEENY
I CI0] o )
EI:EII:I:ID | ethernet 1/1.1

00 Ooo Ill
IZD:IEDD 1 ethernet 1/1.2

T o0 )
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ethernet 1/1
ethernet 1/2

|
I
I
I
I
I
I
I
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Single-Slot Firewall Multi-Slot Firewall Logical Interfaces

6 | =017, Palo Alko Networks, Inc.



Security Zones and Security Policy Rules

= Traffic within a zone is allowed by default.
* Traffic between zones is denied by default.

r.| 837, Palo Ao Networks, Inc



Interface Management Profile
Network > Network Profiles > Interface Mgmt > Add

Interface Management Profile

e p——— = Defines which firewall
i : management services

+ Ping

= are accessible from a
T s traffic interface

= = Can be applied to
iivis Layer 3, loopback, and
) st tunnel interfaces

v Response Pages
|| User-=1D

| User-ID Syslog Listaner-55L

_| User-ID Syslog Listener-UDP

29 | 22017, Falo Alto Networks, Inc.



Virtual Routers

= Support one or _
more static routes Firewall

= Support dynamic
routing:
+ RIPv2
« OSPFV2
« OSPFvV3
« BGPv4

Dynamic
routes

Dynamic

= Support multicast routes

routing
« PIM-SM
+ PIM-SSM

i3 | 8307, Falo Ao Netwaorks, Inc.



Policy-Based Forwarding

= Specifies different egress interface from that specified in route table

= Possible use for performance or security reasons

Specify egress interface for:

= Bandwidth sensitive
applications

= Unencrypted applications

eth1/2

leased line

Specify egress Interface for:

Branch : —

office L eth1/3 - = Non-bandwidth sensitive
HQ applications

Firewall office = Encrypted applications

internet

45 | @HM7, Palo Alto Networks, Inc.



Integrated Approach to Threat Prevention

Act on
Delivery Exploitation Installation Cc2 Objective
A ID Block high nisk Block C2 on non- Prevent exfiltration
PP- applications standard ports and lateral movement
URL Block known Block malware,
Filtering malware sites fast-flux domains
e ] Prevent lateral
Vulnerablll’[y Block the exploit movement
Anti- Block spyware,
Prevent lateral
AV Block malware movement
Monitor allowed Prevent malicious
Traps prei:iistgalggd Prevent the exploit exe from running
. . Prevent drive-by Frevent exfiltration
File BIDCkmg downloads and lateral movement
DoS/Zone Prevent evasions Prevent DoS attacks
- - . Detect unknown Detect new
WildFire |dentify malware malware C2 traffic

13 | ©2017, Palo Alto Metworks Academy, inc.
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GlobalProtect: Extend Security to All Users/Devices

Public

= | everage scale and availability of the public cloud to reach global employees

= Extend corporate Security policy to remote users

18 | 82017, Palo Alto Networks Acadermy, Inc



Administrative Access
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v<response status="success" code="19">
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WebUI
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WebUI Editing Guidance

NAT Policy Rule = Red underline:

« |[nformation
required

Name |

Description

= Yellow text box:
« Required field

Tags

NAT Type ipv4 = OK button:

« Unavailable if
information
missing

6 | ©2017, Palo Alto Networks, Tne



Configuration Types

Candidate Configuration Running Configuration

= Configuration changes made but not = Configuration settings currently
committed active on the firewall

BB paloalic Desteard  ACE  Mnier Warwsh  faics
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